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Worchester Site Subnetting Configurations

After reviewing the requirements for the Worchester site location requirements I have designed a subnet chart below with the VLAN’s listed that will accommodate the required sites. It is a common best practice that when structuring subnets that the network administrator / engineer recognizes and allows for the possibility of future organizational growth. This being said, planning ahead at the start of a network design is crucial to avoid future network infrastructure road blocks.  To accommodate this it is a known that the network will  consist of extra IP addresses than is currently required but this is will be a failsafe so the organization does not exceed its limitations. After reviewing the xACME educational topology diagram, the starting Worchester site addressing range is 10.20.0.0 /16. I have provided the formatting per subnet information below in a simple chart that will be used to complete the tasking at hand. 

Worchester Subnetting Chart
	NetID
	Mask/CIDR value
	Broadcast
	First host address
	Last host address
	Description
	Hosts
	Hosts per Subnet

	
10.20.0.0

	
255.255.255.0 /24

	
10.20.0.255

	10.20.0.1
	
10.20.0.254

	Instructional VLAN
	215
	254

	
10.20.1.0

	255.255.255.192 /26
	10.20.1.63
	10.20.1.1
	10.20.1.62
	Administrative VLAN
	30
	62

	10.20.2.0
	255.255.255.192/26
	10.20.2.63
	10.20.2.1
	10.20.2.62
	Server VLAN
	24
	62

	
10.20.3.0

	
255.255.255.224/27

	10.20.3.31
	10.20.3.1
	10.20.3.30
	Faculty VLAN
	19
	30






Boston Site Routing Protocol, Route Summarization and Topology Improvements

Routing Protocols
After reviewing the configurations for the 3 routers at the Boston location site and I have verified that they will require an identical routing protocol. This will be used in order to manage all the networks within the sites designed topology as well as default routes to exit non-Boston traffic. The routing protocol I have chosen will include the strengths and weaknesses of the protocol. The summarization addresses will be stated per router in Boston’s topology.

I have researched the varying routing protocol types, (OSPF, EIGRP, and RIP) and feel that by using the EIGRP routing protocol is the best solution for this network topology design. EIGRP is cisco proprietary and considered to be a hybrid between link-state and distance vector. EIGRP stands for Enhanced Interior Gateway Routing Protocol. EIGRP is an enhanced distance vector protocol, relying on the Diffused Update Algorithm (DUAL) to calculate the shortest path to a destination within a network [1].  A EIGRP routing protocol strength is its fast network convergence capabilities. EIGRP maintains feasible successor routes directly to area routing tables, and allows for millisecond convergence in the case of a failed successor route. EIGRP uses a substantial lesser amount of bandwidth for updates allowing for a more efficient network flow. EIGRP is designed specifically to be used in conjunction with larger networks.   A known weaknesses for EIGRP protocols is that they are designed to only be used with Cisco devices, but since our site locations use these specific devices this will not be an issue. [2] 

EIGRP characteristics:
•	Advanced Distance Vector
•	Routes IP, IPX, Decnet, Appletalk
•	Routing Advertisements: Partial When Route Changes Occur
•	Metrics: Bandwidth, Delay, Reliability, Load, MTU Size
•	Hop Count: 255
•	Variable Length Subnet Masks
•	Summarization on Network Class Address or Subnet Boundary
•	Load Balancing Across 6 Equal or Unequal Cost Paths (IOS 11.0)
•	Hello Timer: 1 second on Ethernet / 60 seconds on Non-Broadcast
•	Holddown Timer: 3 seconds on Ethernet / 180 seconds on Non-Broadcast
•	Metric Calculation = destination path minimum BW * delay (msec) * 25
•	Bidirectional Forwarding Detection (BFD) Support
•	Split Horizon
•	LSA Multicast Address: 224.0.0.10 [3]

Router Configuration setup:
R1#config t
R1(config)#ip route 10.10.0.0 255.0.0.0 10.10.255.254
R1(config)#ip route 10.10.10.0 255.0.0.0 10.10.255.250
R1(config)#router eigrp 100
R1(config-router)#network 10.10.0.0 ?? Summarize only what you need to advertise.
R1(config-router)#CTRL-Z
R1#copy-run-start

R2#config t
R2(config)#ip route 0.0.0.0 0.0.0.0 10.10.255.253
R2(config)#router eigrp 100
R2(config-router)#network 10.10.0.0?? Summarize only what you need to advertise.
R2(config-router)#
R2(config-router)#CTRL-Z
R2#copy-run-start


R3#config t
R3(config)#ip route 0.0.0.0 0.0.0.0 10.10.255.249
R3(config)#router eigrp 100
R3(config-router)#network 10.10.0.0?? Summarize only what you need to advertise.
R3(config-router)#
R3(config-router)#CTRL-Z
R3#copy-run-start
R3#show ip eigrp neighbors
165.182.63.1		Se0/0/0
10.255.255.248 /30 	Se0/0/1

Route Summarization
In order have the most efficient network and to maximize CPU, memory and bandwidth usage below I have listed the route summarization for each Boston site router.  The route summarization calculation was based on the ciscopress article example to ensure proper calculations and conversions were justified. [3]
Boston Router 1 
00001010.00001010.11111111.11111101 - 10.10.255.253
00001010.00001010.11111111.11111001 - 10.10.255.249
00001010.11111111.11111111.11111001  - 10.255.255.249
Route Summarization: 10.0.0.0/8
Subnet:	255.0.0.0 Inverted mask: 0.255.255.255
Boston Router 2 
00001010.00001010.11111111.11111110  - 10.10.255.254
00001010.00001010.00000000.00000001  - 10.10.0.1
00001010.00001010.00000010.00000001  - 10.10.2.1
00001010.00001010.00000100.00000001  - 10.10.4.1
00001010.00001010.00000110.00000001  - 10.10.6.1
Route Summarization: 10.10.0.0/16
Subnet:	255.255.0.0 Inverted mask: 0.0.255.255
Boston Router 3
00001010.00001010.11111111.11111010  - 10.10.255.250
00001010.00001010.00001010.00000001  - 10.10.10.1
00001010.00001010.00001100.00000001  - 10.10.12.1
00001010.00001010.00001110.00000001  - 10.10.14.1
00001010.00001010.00010000.00000001  - 10.10.16.1
Route Summarization: 10.10.0.0/16
Subnet:	255.255.0.0 Inverted mask: 0.0.255.255

Topology
The current Boston site topology list only routers. This will not be a sufficient network topology for the given number of required host. My suggestion will be to add a total of 6 Catalyst 6500 series switches labeled Boston–Switch Main and Boston-Switch 1 -5.  I would recommend that Boston-Switch Main be positioned between Router 1, 2 and 3 then mapped to connect to Router 1, 2 and 3. Off of Boston site router 2 there will be 3 Catalyst 6500 series switches named Boston-Switch 1, 2 and 3 that will accommodate the 220 total hosts in Stub area.  The remaining 2 Catalyst 6500 series switches named Boston-Switch 4 and 5 will reside off the Boston site router 3 to accommodate the 142 total hosts in Stub area. We will place the various switches throughout the building to a central locations for the designated departments to cut the amount of cabling running which will assist in reducing the amount of cabling needed to run throughout the building keeping cost low. Once the switches have been set in place we will configure the switches with the required ip addresses, standard security features, VLANs for the individual departments in accordance with organizational flow to maximize an efficient redundancy. [5]
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